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I) 13 Responsive to communication(s) filed on 03 April 2002 , 

2a)n This action is FINAL. 2b)^ This action is non-final. 

3) 0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1 935 CD. 1 1 , 453 O.G. 21 3. 

Disposition of Clainfis 

4) 13 Claim(s) 1-21 is/are pending in the application. 
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6) 13 Claim(s) 1-21 is/are rejected. 
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Application Papers 
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10)S The drawing(s) filed on 03 April 2002 is/are: a)S accepted or b)D objected to by the Examiner. 
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DETAILED ACTION 
Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the 
United States before the invention thereof by the applicant for patent, or on an international application 
by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this 
title before the invention thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act 
of 1999 (AlPA) and the Intellectual Property and High Technology Technical 
Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting 
directly or indirectly from an international application filed before November 29, 2000. 
Therefore, the prior art date of the reference is determined under 35 U.S.C. 102(e) prior 
to the amendment by the AlPA (pre-AlPA 35 U.S.C. 102(e)). 

1. Claims 1-21 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Graunke (US Patent No. 6.731 .758 B1 ). 

2. Referring to the instant claims, Graunke discloses a digital video content 
transmission ciphering and deciphering method and apparatus (see abstract). Graunke 
teaches that a video source device generates a session key for each transmission 
session wherein a multi-frame video content is to be transmitted to a video sink device. 
The video source device uses the session key to generate a successive number of 
frame keys. The frame keys in turn are used to generate corresponding pseudo random 



Application/Control Number: 10/089,905 Page 3 

Art Unit: 2132 

bit sequences for ciphering the corresponding frames to protect the video content from 
unauthorized copying during transmission. The video sink device practices a 
complementary approach to decipher the received video content. In one embodiment, 
both devices are each provided with an integrated block/stream cipher to practice the 
transmission protection method (see abstract). 

3. Referring to the independent claims 1,21, the limitation "receiving as the source 
device an approval code associated with the source and sink devices" is met by 
verification values (209) sent from video sink device (104) to video source device (102) 
-see Fig. 2. The limitation "determining, in the source device, a local code using data 
associated with the source and sink device" is met by generating the verification 
reference values (208 in Fig. 2). The limitation "comparing at least portion of the 
approval code to at least a portion of the local code" is met by verification (210 in Fig. 
2). 

5. Referring to the independent claim 19, the limitation "set up box" is met by unit 
108A in Fig. 4. 

6. Referring to the independent claims 1 3, the limitation "receiving at a first device a 
plurality of security keys with the content ; receiving the identifier at the first device to be 
used to provide the content to a second device; selecting one of the plurality of security 
keys using the first device; and providing the content to the second device using the first 
device and selected security key" is met by following teaching of Graunke: 

FIG. 2 illustrates a process based method for providing video content from a source 
device to a sink device. Source and sink devices 102 and 104 are assumed to have 
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each been provided with an array of private keys and a cxDmplementary identifier by a 
certification authority. As illustrated, upon power on or reset, source device 102 first 
provides a basis value to the symmetric ciphering/deciphering process to sink device 
104 (block 202). For the illustrated embodiment, the basis value is a random number 
(An). An may be generated in any one of a number of techniques known in the art. 
Additionally, source device 102 also provides its identifier (Ak) to sink device 104 (block 
202). In response, sink device 104 replies with its identifier (Bk) (block 203). Upon 
exchanging the above information, source and sink devices 102 and 104 independently 
generate their respective copies of an authentication key (Km) using Ak and Bk (block 
204 and 205). For the illustrated embodiment, source device 102 generates its copy of 
Km by summing private keys of its provided array indexed by Bk, while sink device 104 
generates its copy of Km by summing private keys of its provided array indexed by Ak. 
At this time, if both source and sink devices 102 and 104 are authorized devices, they 
both possess and share a common secret authentication key Km. 

7. Referring to the independent claims 5 and 1 7, Graunke teaches using device 
identifiers and validation by validation authority (see column 3, lines 1-5). Graunke 
inherently teaches the use of device serial numbers, because he teaches the use of 
unique device identifiers Ak and Bk. 

8. Referring to claim 2, Graunke teaches that identifier is pre stored in the source 
device. Graunke inherently teaches hash calculation because he teaches enciphehng 
and shuffling (see Fig. 8b). 
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9. Referring to claims 3 and 10, 1 1 , 14 and 16 Graunke teaches the use of unique 
device identifiers Ak and Bk. 

1 1 . Referring to claims 6 and 7, Graunke teaches that the source and sink devices 
102 and 104 have each been provided with an array of private keys and a 
complementary identifier by a certification authority. 

12. Referring to claims 8 and 22, Graunke teaches the use of source device in a form 
of media player and the sink device in a form of digital television (see interface parts on 
sink and source devices in Fig. 4) 

1 3. Referring to claim 12, Graunke teaches that if both source and sink devices 102 
and 104 are authorized devices, they both possess and share a common secret 
authentication key Km. If authorization failed the communication will be delayed. 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure: 

U.S. Patent No. 6,671,803 B1 to Pasieka 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Grigory Gurshman whose telephone number is 
(571)272-3803. The examiner can normally be reached on 9 AM-5:30 PM. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (571)272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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Examiner 
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